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000 1 .htaccessO000
CookieAuthMode On
CookieName diarycookie
CookieAuthSharedKey SecretStringForMyDiary
CookieAuthDummyURI http://www.my.domain/dummy.html

000 2 CookieOOOOOOO

#!/usr/bin/perl

use MD5;
$mydomain = ".my.domain";
$authname = "diarycookie"; # Cookiel

$secret = "SecretStringForMyDiary"; # 00000
$stp = time();

$cauth = "$authname:$stp:$digest";

print <<EOF;

Content-Type: text/html

0000O0CookieD DOOOOOOODOOODOODO
EOF

$digest = MD5->hexhash("$authname$stp$secret");

Set-Cookie: $authname=$cauth; domain=$mydomain; path=/;
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3 http://www.guru.gr.jp/ issei/diy.html
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[1]Rachna Dhamija and Adrian Perrig, “Déja Vu: A
user study using images for authentication”, In 9th
Useniz Security Symposium, August 2000
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000 3 000000 (quiz.pl)

# 000000000000

$domain = ".csl.sony.co.jp";
$baseURI = "http://www.csl.sony.co.jp/person/masui";
$basedir = "/user/masui/person/masui";

$expiredays = 30;

$curURI = "$baseURI/quiz/diary/index.html";

$secretdir = "$basedir/diary";
$secretURI = "$baseURI/diary";
$authname = "diaryauth";

$secretkey = "SecretKeyForMasuisDiaryNewXXXX";

Qquestions = (

[ ’OboDoooooooo??, o,
(’oboo’, ’000°, ’000°,
'goo’, 00°]

1,

’oooooo?, 1,
[’OO000o00oooooooooo?,
'gpoooo0oo0O0ooooooo?,
'gooo0o00oooooooo?,
'0gooooooooooon?,
'0000000O0oooon?’]

000 4 000000000000 (setup.pl)

#!/usr/bin/perl
require ’quiz.pl’;

open(out,"> $secretdir/.htaccess") || die "Can’t open $secretdir/.htaccess";
print out <<EOF;

CookieAuthMode On

CookieAuthName $authname

CookieName $authname

CookieAuthSharedKey $secretkey

CookieAuthDummyURI $curURI

EQF

close(out);

000 5 0000 CGI (quiz.cgi)

#!/usr/bin/perl

use MD5;
require ’cgiarg.pl’;
require ’quiz.pl’;

$time = time;
# CGIDODODUODUDDOODOO

# $nq: 000000000000 (O0O2)
# $qs: DO0OOOOOOOOOO0 (009,3,2)
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# $as: 00000 ODOOO (0Co2,0)
# $pa: OOOOO (0o3)

&getcgiarg;

if($nq > 0){
@qs = split(/,/,$qs);
@as = split(/,/,$as);
push(@as, $pa) ;

}

# $nask OOOOOOO
$nask = 5;
&quiz if $nq < $nask;
for($i=0;$i<$nask;$i++){
&fail if $as[$i] != $questions[$qs[$i]]1->[1];
}

&success;

sub quiz { # OO
# J00000ODOOODOODO
for (@qs){ $qs{$_} = 1; }
srand(time) ;
for(;;){
$qno = int(rand($#questions+1));
last if ! $gs{$qnol};
}
push(@gs, $qno) ;
$gs = join(’,’,@qs);
$as = join(’,’,@as);
$q = $questions[$gnol->[0];
$a = $questions[$qnol->[2];
$nq++;

print <<EOF;
Content-type: text/html

<html>

<head><title>0 O0OO0O0O00! O</title></head>

<body bgcolor=white>

<h1>Q: $q</h1>

<form method="post" action="quiz.cgi?time=$time">
<blockquote>

<input type=submit name=pa value=" 0 "> $a->[0]<br>
<input type=submit name=pa value=" 1 "> $a->[1]<br>
<input type=submit name=pa value=" 2 "> $a->[2]<br>
<input type=submit name=pa value=" 3 "> $a->[3]<br>
<input type=submit name=pa value=" 4 "> $a->[4]<br>
</blockquote>

<input type="hidden" name="nq" value="$nq">

<input type="hidden" name="qs" value="$qs">

<input type="hidden" name="as" value="$as">

</form>

</body>

</html>

EQF
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exit;

}

sub success { # 0000 / CookiedO
$expiresec = time + $expiredays * 24 * 60 * 60;
($sec,$min, $hour, $mday, $mon, $year, $wday, $yday,$isdst) =
gmtime ($expiresec);
$expirestr = sprintf("Ys, %02d-%s-%02d %02d:%02d:%02d GMT",
(’Sunday’, ’Monday’, ’Tuesday’, ’Wednesday’,
’Thursday’, ’Friday’, ’Saturday’) [$wday],
$mday,
(*Jan’,’Feb’,’Mar’, ’Apr’,’May’,’Jun’,
>Jul’,’Aug’,’Sep’,’0ct’,’Nov’,’Dec’) [$mon],
$year 7 100,
$hour,$min, $sec);

$digest = MD5->hexhash("$authname$expiresec$secretkey");
$cauth = "$authname:$expiresec:$digest";

print <<EOQOF;
Content-type: text/html
Set-Cookie: $authname=$cauth; domain=$domain; path=/; expires=$expirestr;

<html>
<head><title>0 0 0 O</title></head>
<body bgcolor=white>
gooooooooY ooooo
$expiredays
goo0o0o0o0o0oOoooooooo
<p>
<a href="$secretURI">00000D0DOO</a>
</body>
</html>
EOF

exit;

}

sub fail { # 000D
print <<EOF;
Content-type: text/html

<html>
<head><title>0 000 !</title></head>
<body bgcolor=white>
000000000 ! ~ge#x~&)%?
<p>
<a href="./quiz.cgi?time=$time">000000</a>
</body>
</html>
EOF
exit;

}
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