WISS2013

EpisoPass: 0 00000 0O0O0OODOOO0OOOOO

EpisoPass: Password Management based on Episodic Memories

gogog -

Summary.

0000o00O0O0000oO0o0o00oOo0o0U0ooOo0oU0ooOooUoooooOooo/oo

O0000D00OEpisoPassOO00O00O0OOEpisoPassD 000000000 DOOOOOO0OODOCODOOOO
gbobooboboobobobooooooooboooobooboooobDoooDobDooDoboboOon
gboboobooboooooboobooooooobooboooooboobOoooobooooboooooon
obobobooboobooooooboooooobooobooobooobooboobooboooooooooon
00o00o0oo0o0ooUo0ooUo0oooDo0o0ooUoOO0/o0000o0ooo0OoO0n

1 0odd

goobobooooboboboboobooo
gooooooobobooobooboboooo
00000000 2900000000 0ooooo
0000000000000 00 Boooooo
gooobobooboboooboboobobo
ooo

dodddddddddooooooooooa
Oo0o0o0o0oDoooooooooooooooon
Oo0o0ooooooooooooooooooon
ooooooodooooooooooooon
oo0ooo0ooooooooooooooooon
Oo0o0ooooooooooooooooooon
goooooooboobodobooboooodgo
0000000000000 000000Floréncio
020700000000 b00ooooooaa
2000000 650000000000000
00300000000 4.28% 000000000
000 [b|000201100000000000000
Oo0o0ooooooooooooooooooon
00 19400000000000000000O 3.1
00000 [32j0000000000000000
Oo0o00o0o0oooooooooooooooon
goooooobooooobooooboooao

doooooooboonooooooooooa
Oo0o0o0oo0oooooooooooooboooon
go0doooooooobooooooobooooad
oooooooooooooooooooooon
Oo0o0o0o0oDoooooooooooooooon
JodoooO0 10000000 ooboo0ooooa
ooooooooooooooooonoooooo
oooooooooooooooooooooon
[1][3][12][14][18][21][24 0000 O0O0OOOO OO

Copyright is held by the author(s).
* Toshiyuki Masui, 0O OO0OO O00O0OOO

gboooboboobobooboboobooo
000000000000000D (2500000
ooobObooooboboooobobbooooo
gbogbobgbooboboobobonooo
goog

gobogboboboooooobobobonog
gooobboooboboobobooobobooo
goboboboooobbooobbbuooobbog
gooobobooboboobobooonbooo
goooboboooboooboboboobonbooo
goobooobbooobbooobobooboooboo
gboooboboobobooobooboobonooo
00000000000000 [34]000000
goo

0000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000 [2)[26][10)0000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
000000000000000000 EpisoPassO
0Ooo0oooo



WISS 2013

2 EpisoPass

2.1 EpisoPassO0 00O

EpisoPass0 000000000 OODOOOCOO
gooobobooboboooboboobobo
gooobobooobooboobobobobobo
goboobobogobooboobbod

1. 0000D0O0DO0DbOO0obOobOobOoDbOoDbo
goboobbgoboboobooobao
googd

2. 00000D0O0DbOO0DbOO0obOOobDOobDOobDOon
goboobbooboooboooooboo
gbooooooboobobooboobobo

. 00ooo0o0obooobobooooooboo
gobooooboobooobbooobboo
gooboobboobobooboooboo
goog

2.2 EpisoPass0 00O
000 EpisoPass0 0000000

221 0000O0O0OOO

OO0 twitter OOOODOOOODOOODOOO
0000 EpisoPass 000 O00D0OOOOO 100
0'00000000000 Twitter12345600 00
00o0o000oooooDoo4o00000000000
000000000 Mfveabn57492300 00000
gbooobobooobuooobooboboooo
00000000000 0DOOoDOOobOobOoDoo s
oooopoooOoooboooooooboosuoooo
gboooboooboooobooboboooo
goboobooooboooo

gooboboooobobobobobooo
gooobooobgobooobooboboooo
gooooooobobooobooboboobo
goboobooboobooboboobonoo
gbooobooobobooobooboboooo
gooobobooobobooooboboobo
gobogon

! http://EpisoPass.com/masui

EpisoPass

emsopas’s(cumfmaéu\ i c Q' nem’o‘rnasuiacrl + | [k
Episopass - masui Tr7Alice—7 H H—riice—7 || Android7 7Y |
Seed: Twitter123456 + Password: \Mfveabn574923
FOARER? ‘
# A E BT ptes] pakid
KE R = BER =)
FIF oS RE ] #0
1 HE FH i (=1+]
B TRFEOR?
HE ®O iriE 4 i=n
Bk L £ B [
fE i =] e
BEATREERLEOR?
EAE FIFEEET PIFE TR EEP%INRRT
Py T FEL =R [1-28
krE Hem =EE LA HElEx|
|http:jlgyazo.r:nm,1551 5f5ce991b516e785122dd3192dd2.png
g, o
m
i 78 SER ny, H
= = inmE B% LR =]

0 1. 000000 TwitterOOODODODOOO.

googuoobobobbiboooogoobogd
goboboooobooobobbooobobooo
goooooboboobooboboooboboo
000MO000000o00o0oo0oooooD JSON
gbooobobooboboobobobonboo
0JSONOOOOOooOoooooo&OOooOoOo
ooooooboooobboooboooboooboo
gbooobobgobooboboobobonoog
gooooboogooooon

00000000 Facebookl1234560 00000
ooodoboooooobooo 200000000
gboobooboooboobooboooboboo
go0oobobooobobobobooobobooo
goooooo

EpisoPass
& | (Q~ memo.masuio@) | & |k

episopass.com/masui

FrAlke—F H H—Rice—7 H Android 7 71U ‘

EpisoPass - masui

Seed: FaceBook123456 <« Password: AbbtSrqo850341

FOEABEL? |
7 #E SEFE HE Rkl

0 2. FaceBook 00O QOOOOODO.

00000000000 /0000000000O
goooboobgbooboboobobonooo
000000 PassWord123!@A0 00000000
gobogogbod



EpisoPass: Password Management based on Episodic Memories

222 J0000O0O0OO0OODOODODOOO

goboobbooboooboooboooboogo
0300000000oooooooooooooo
goobooobobooboboooboboobo
goobooooboooobooboboobo
gbooobooboobooboooboooobooooboo

EpisoPass
¢ | (Q - memo.masui.o@) | & | [}

episopass.com/masui

Fracte—7 H H—itlet—F H Android 7 7 U ‘

EpisoPass - masui

Seed: |SecretPassword « Password: DiljrgQilczume

FUOERER? |
7 HiE BT 1 A

HE AR = EEIR =[]

il wE e “H fisjm]

#1 3 #H =i =

fBY—EA

Twitter Facebook Tumblr =

L=-JbL=+/J

EpisoPass

episopass.com/masul @ | (Q~ memo.masui.o@) [ & | |\

Fralice—7 H H—ike—7

Android 7 7 ‘

EpisoPass - masui

Seed: SecretPassword « Password: VwuuikHndgifdi

FLABHR? |
" e BFH 5H B

K HE =% EER =

E i R SH H0

=l E FH EE (BRI ED]

HAY—ER

Twitter Facebook Tumblr =5

U 3. 0oboboobobobobobooooobooboog
og.

oooboobooooobobobobooboooo
00000070 00000000002013/10
02013/2000000000000000000O
goooboboobooobobooobuoboobo
gogboooboooooboon

223 0O00OOOODODOOO

00 “Masuil234” 0000000000000
gooooooD4000000000DOOOOO
gboooboboooboboooobobooobo
goooboboooboooboobobooobo
gogbggboogoo

EpisoPass

episopass.com/masui & | (Q~ memo.masuio@) | & |k

FrAilke—F H H—rice—7

Android 77U ‘

EpisoPass - masui

Seed: Oawnx1090 < Password: |Masuil234

BOALBEE? |
B @ BFE #E ol

&E HE B BER =T

e o R S H0

1 i FH EE -1+
MBETRIEOR?

HE w0 L w5 (e

mx il = [ imE

FIE I =2

BEATEEERLEOR?

04. 00000000O0DOO.

gboboboboooooboboboboog
0000000000000 000123400 EpisoPass
O0O0O0O0D0OOO0OMjitensha-00000 0 00000
000000000000 000000D00O0 12340
000000000000 500000 jitensha-61450
gooooobboooooooooobbonbooo
goo

EpisoPass

episopass.com/masul & | (Q~ memo.masuior@) | & | | |

FrAibce—F H TRk e—7 H Android 7 7 ‘

EpisoPass - masui

Seed: jitensha-6145 « Password: |wtktgnxy-1234

FLRBER? |
S oE A5 b g

KE HE =% BER =1

s o i S8 #0

1 I = EE -1+
wEIETAFEDR?

HE wO L 8 iER

#Ek i LEE B L

1@ Jig HEsE|

BAEMTEEERLEOR?

0 5. 000000000D0OO.

gobobodoobobdoooboboouooobooa
000000o0ooo [1][3)[12])[14][18][21)[24] 0 O
00000000000DoOo0 2500000000
EpisoPass0 0000000 OOO0OODOO

2.2.4 AndroidO 00O

WebOOODODOOOOOODOODOODOODOO
gbooobobgobooboboobobonoog
gboogbobooboboobobooonbooo
000000000000000000 JavaScript
gboogboboobooobobooboboo
gboboooboobobooobobooobonooo
goooboboboooobobooboboo
gbobogbooboubouoboobooboboo



WISS 2013

gboooboooboboobooboboooo
000000000000 Android000000O
00000000000 Android000D0O000O0O
gboogpoogboboooboobobgooo
0O Android 00000000000 0000O00OO
goboogoood
Android000000000O0O0OOG60000O
gbooboobgobobooboboboobobo
gooopooogov0oOOooOoOoOooooooon
goobooooboooobooboboobo
ooboooOosgooboooobooo

18:03

ep S masui

as
Twitter123456

Fo

0 6. Android 0000000,

BUVELEE(F?

7 #| BT &
S| KB HRE =
BER B FH
®H RE 58 0
KW 30| S8 i

R3

o 7. 00oo4d.

Mfveabn574923

R3)

08 0DOoooooooooboooon.

0000000000000 Androidd OO0
Oo00o0oooooooooooooooooon
Od0000o0o0o0o0ooooooooooon
0000000000000 000 EpisoPassd O
OU000000 Android0000000OCOOO
O0000ooooooooooooooooooon
Od0o0o0o0oo0o0oooooooooooooo
Otwitter 0000000000 O0DOOOOOOO
oooo

000000 EpisoPass0 0000000000
0000000 DoDOooO0oooooooooog
oo0oooooooooooooooooooon
O00o0ooooooooooooooooooon
000000000000 000 EpisoPass0 00
0 Google Play 000 200000000000
O0o000oooo0ooooooooooooon
00000000000 0000 EpisoPass.com O
O00o0ooo0oooooooooooooooo
oodoooooooooooooooooooon
Od000oodooooooooooooogoo
ooooo

23 0O00O0OOOOOODOODOO

O000000O0O0O0O0ODODODODOOO MD5OO
gbobooboboooobobooboobonbooo
ooooboboo0oobDooboboboobobooo
goboogod

3 OO

EpisoPass 0000000000 OOODODODODO
goooobooog

3.1 00000000

gbogbobobobooobobobobabg
O00O000OEpisoPass 00000 0OOOOOO
gobooboboooboooobooboboonog
000000000 EpisoPass0 00000000

3.1.1 EpisoPass0 0000000000

00000000 EpisoPass0 00000000
gboooboobooboboobooooboonboo
gooobboooboboobobooobobooo
oo0ooboboo0obobooobboooboooo
gbooobobobooboboobobonooo
EpisoPass 0 0 0000000 O0OOOOOOOO
ooooboboo0obobooooboboobobooo
gbooobobooboboobobobonoo
gboooboboooooooboooobonooo
O000O0O0OOEpisoPassO0 00 O0O00O0ODOOO

2 https://play.google.com/store/apps/details?id=com.

pitecan.episo_pass



EpisoPass: Password Management based on Episodic Memories

gbooogobgboobooboboobonooo
gooogoo

3.1.2 OUO0OO0O0OO0OOOOOOODOOO

EpisoPass0 000000000 OOOOOOO0O
goooboboo0oboboooobobooobo
00000 SuperGenPass[25| 000000000
oooobooboooo22200000000
gooobooobbooboobobooobooboo
gogboogbbooobooobboood

3.1.3 OO0OO0OOODOOO

gooboooobobonooobobgoaoo
gboooboobooboobooboooooboo
gooobooobobooobooboboobo
gbooobgbooobgonoboobobboboon
gbooobobooobobooooboboobo
gooobobooobboooboobobooobo
gobooboooboboooboobobooobo

gooboboooobobobobobooo
goooboboooboooobooobooboobo
ooooooboboooboboooboboobo
gbooobgobooobgooooooboboooo
obooobooooo33oboooooooooonoo
gooobobooobooooooboboooo
oooooooobobobobbobooboo d11no 3120
gboooboogbobooboboobonooo
goon

3.2 00O0O0O0OOOO

od00oo0o00o0obooooboooobooooooa
000000000000000000 [7)13]00
gooooobbobobbooboooooouooooga
EpisoPass 0000000000 O0ODOOOOOOO
goooooooo

EpisoPass0 0000 1000000000 800
doooboooobboooboboooooooog
10 (108)DDDDDDDDDDDDDDDDDD
02660000000000000000O 800
000o0o0opoooooooooooooon 37.6
00000000 “pmvixuzq” OO DO ODOOODOO
ggobbboooobbooobboooobooa
ggbbodoobobtbooobobbooooooboog
200000000000000D00 160000
ooobOoOoooDbO 1oo0oobooooooao
gooooobbobobbobobooooouoooog
gooboboooobobooooboboooooog
doooooooooooooboooooooog
ggobbboooobobooobbooooobooa
ggobboooboboboooobooooooog
0000000000000 000O0oooo (6o

uygbogobogoboboogobbooobog

00000000000000000000000
00000000000000000000000
0000000000000D0000000000
00000D00M000000?00000000
0000000D0?00000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000 (170000000000
0000000D0000000000000000
00000000000000000000000
00000000000000000000000
000D0000D0000000 [11])20000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
0 [19]0

EpisoPass 10 000000000000000
00000000000000000000000
00000000000000000000000
0000000D0000000000000000
00000000000000000000000
00000000000000000000000
oooo

3.3 0O0OO0OO0OO

EpisoPass 000000000 OOODOODOODO
gooobo0oo0oboboboobooobooooo
gbooobobgbooboboobobonoog
gbooobooboboooooboobooboo
oobooboooobooboboooboobooo

e JJ00DU0O(DDUUODDUUDOODOD
o0oO0ooooooon)

e 0D OIDDOODOODDOODO

e IO OIODDOODOODDOO

e 1000IDODODODOD (DDODODO
0000000000000000000)

ooooboooooboomoobooboooo
gbooobobooboboboooobonooo
gboooboboboboobobboobobooo
ooooboobooobobooobooobobooo
goo

e JO0DODOUODDOODDOODOO
e JODODOODOODOO
e JODOOODLDOODODO

O0b0o0900UooooboobooobooOoon
gogboobooobbdooobboooobbog



WISS 2013

gbooobgobooobgooooboboboooo
gobooobooboooboooobooobg

HEWTRERRLOR? |
AE] [ lar=l) [k AT :
FHIRET ipa T AFEEL

rEmE gk ikyE Eie

aEE bk (-](+)

0 9. 0ooboooooooooa.

34 0O0O0O0OOOO

oooboooooboboooobobobooo
goodoboo ooobooboooooobooo
goooboboobobooobooboboooo
ooboobooobooo

BTHNMDEER? |

CYBC29466

{ATMEGAS

§ATO0S2313

§ ATO0S4433

CYBC27433

SATMEGA48

iATMEGABS

SATMEGA168

{ATMEGA3Z8

ATMEGA32u4

HERES

0 10. D0O0O0OOOoOo0OoO.

0000000000000000000000
000000000000000000000000
0000000000000MO00mMO000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
000000000000000000000000
0000000O0WebODODOOOOOODODOOOO
0000000000000000 [9][22]23][33]0
0000000000000000000(33]00
WebOOOAO BOOOOODOOOOOOOOO
00000 AO0OBOOOOODOOOOOOOOO
0000
0000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000040000000000MO000
000MO00@MO00mMO0mMOo00000no
00000MO0000000000000000
0000000000000 O000000000
000000?00000000000000000
000000000000000000MO000
00000000000000000000000
00000000000000000000000

gobgoboooboood

3.5 U0OUOOUOOooooog

goobopooobobobooobobonog
gobobooooobobooobobboooboboo
gobodobbogooobuoobbooooobad
gbooobooboboobobooooobooboo
gboobooobooboboooboboboobonbooo
goooboboo0obobooboboboobobooo
ooooooobooboooosll0o3i.200000
gooobobgobooboboobobonooo
o000b00Db000bOOooD3.130000000
gbogbobgbooboboobobonooo
goboobogooboobooobooboon

000 WebOOODODODODOOOOOODODOD
gbobooobobomoboboooobobo
oooooooooobobobooooooobooo 3.1.3
oo0oobobooobooobooobobobooo
gboooboboooboboobobobonooo
goooboobooboboobooobooboo
ooooboboobOoobobooobobonooo
goboobogobooboobobg

3.6 U0OUOOUOOOOODOO

EpisoPass 0000000000 OODODODOODO
goooboboooboboobooboboobooo
000000000 WebOODOOOOODODOO
gboogboboooboboobobobonooo
goobobooboboobobooobobooo
goooboboo0obobooobobooboooo
o000 GuUloooooooooooooooo
goobobooboboobobooboboo
ooobobooobboooobobboooboboo

ooooooor00o00oooooooogooo

O M TokyolM tokyoM toukyoud OO OO O OO
Jooboboooobooooboboooobobooa
ggooooobobbooobboooobobooa
ggobobobooooobobboooboooboboa
Jooooooooooooo

3.7 0D0ODOOOOO

gogooguoguoooobbboooooogd
00000000000000 [2)[10][26)0000
gooobboooboboobobooobonbooo
(Cognometric00)0000000O0O0ODODOO
00000000 (Locimetric0O0) 000000
0000o0ooogd (DrawmetricO0O) OO0
00000000 [2][10][27]0 EpisoPass 00 10
O0o0000ooooooo URLOODODOOD
0000000000000 00Cognometric 00
gooobobooobobooboboobbooo
000000000000 0000dLocimetricO



EpisoPass: Password Management based on Episodic Memories

gboogbobgoobobooooboboobo
goboboboobobopoooboboonboo
gooobobooobobooooboboobo
0000000 4000 DrawmetricO0 0000
gooobobooobooooboooboooo
goooboboobobooooboboobo
000000O0o00o0oO0O0O00O0DoDoOoO (150
EpisoPass 0000000000000 ODODOOO
goooopooobooooboobobooobo
goooboooOoboobooboboboobo
gboogbobgoobobooooboboobo
0 [30]0

011000.0rg[28)[31] 00000000 300
gooobobooobgoooobooboboooo
gooobooboboobbooobobonooo
gooobobooobobooooboboobo
gogoogobood

WA
TE
]
alll

F
S
PN
HE

011. 0o0oooobooooooooooon.

4 0O

goobobaoooobobobobobooo
000000000/000000000 EpisoPass
O000O00OEpisoPass0000000O0O0OO0O
gobo0o0ooobobboooooboobobooo
goooobboooooooooobobbooo
goooboboooooobbbobooogooo
gooooboo0o0o0o0ooooooboboooo
0000000000000 000QDOdEpisoPass
O http://Episopass.com/0 0000000000
0 GitHubODOOOOO 40

gooo
[1] AgileBits Inc. 1Password. https://agilebits.com/
onepassword.

[2] R. Biddle, S. Chiasson, and P. Van Oorschot.
Graphical passwords: Learning from the first

3 http://hondana.org/Leiko
* http://GitHub.com/masui/EpisoPass

twelve years. ACM Comput. Surv., 44(4):19:1-
19:41, Sept. 2012.

[3] Dashlane, Inc. Dashlane. https://www.dashlane.
com/.

[4] A.E. Dirik, N. Memon, and J.-C. Birget. Model-
ing user choice in the PassPoints graphical pass-
word scheme. In Proceedings of the 3rd sympo-

sium on Usable privacy and security, SOUPS *07,
pp. 2028, 2007.

[5] D. Floréncio and C. Herley. A large-scale study
of web password habits. In Proceedings of the
16th international conference on World Wide
Web, WWW °07, pp. 657-666, 2007.

[6] D. Floréncio, C. Herley, and B. Coskun. Do
strong web passwords accomplish anything? In
Proceedings of the 2nd USENIX workshop on Hot
topics in security, HOTSEC’07, pp. 10:1-10:6,
Berkeley, CA, USA, 2007. USENIX Association.

[7] E. Hayashi and J. Hong. A diary study of pass-
word usage in daily life. In Proceedings of the
SIGCHI Conference on Human Factors in Com-
puting Systems, CHI '11, pp. 2627-2630, 2011.

[8] C. Herley, P. C. Oorschot, and A. S. Patrick.
Passwords: If We're So Smart, Why Are We Still
Using Them? In R. Dingledine and P. Golle eds.,
Financial Cryptography and Data Security, pp.
230-237. Springer-Verlag, 2009.

[9] X. Huang, X. Wan, and J. Xiao. Learning to
find comparable entities on the web. In Proceed-
ings of the 13th international conference on Web
Information Systems Engineering, WISE’12, pp.
16-29, Berlin, Heidelberg, 2012. Springer-Verlag.

[10] Internet Safety Project. Graphical Pass-
words. http://www.internetsafetyproject.org/
wiki/graphical-passwords.

[11] M. Just and D. Aspinall. Personal choice and
challenge questions: a security and usability as-
sessment. In Proceedings of the 5th Symposium
on Usable Privacy and Security, SOUPS 09, pp.
8:1-8:11, 2009.

[12] KING JIM. 000000000000 O0O0OO
00 PWI10. http://www.kingjim.co.jp/sp/pw10/,
012.

[13] S. Komanduri, R. Shay, P. G. Kelley, M. L.
Mazurek, L. Bauer, N. Christin, L. F. Cranor,
and S. Egelman. Of passwords and people: mea-
suring the effect of password-composition poli-
cies. In Proceedings of the SIGCHI Conference
on Human Factors in Computing Systems, CHI
11, pp. 25952604, 2011.

[14] LastPass.com. LastPass. https://lastpass.com/.

[15] D. Nali and J. Thorp. Analyzing user choice in
graphical passwords. Technical Report TR-04-
01, School of Computer Science, Carleton Uni-
versity, Ottawa, 2004.

[16] National Institute of Standards and Technology.
Electronic Authentication Guideline. NIST Spe-
cial Publication 800-63-1. http://csrc.nist.gov/
publications/nistpubs/800-63-1/SP-800-63-1.pdf,
2011.



WISS 2013

[17] A. Rabkin. Personal knowledge questions for
fallback authentication: security questions in the
era of Facebook. In Proceedings of the 4th sym-
posium on Usable privacy and security, SOUPS
'08, pp. 13-23, 2008.

[18] D. Reichl.
keepass.info/.

KeyPass Password Safe. http://

[19] K. Renaud and M. Just. Pictures or questions?:
examining user responses to association-based
authentication. In Proceedings of the 24th BCS
Interaction Specialist Group Conference, BCS
10, pp. 98-107, 2010.

[20] S. Schechter, A. J. B. Brush, and S. Egelman.
It’s No Secret. Measuring the Security and Reli-
ability of Authentication via ‘Secret’ Questions.
In Proceedings of the 2009 30th IEEE Symposium
g(r)zogecurity and Privacy, SP ’09, pp. 375-390,

[21] Symantec Corporation. Norton ID Safe. http:/
/jp.norton.com/portal-IDsafe/.

[22] R. C. Wang. Boo!Wal http://boowa.com/.

[23] R. C. Wang and W. W. Cohen. Language-
Independent Set Expansion of Named Entities
Using the Web. 1In Proceedings of the 2007
Seventh IEEE International Conference on Data
Mining, ICDM 07, pp. 342-350, 2007.

[24] WoodenSoldier. ID Manager. http://www.
woodensoldier.info/soft/idm.htm.

[25] C. Zarate. SuperGenPass. http://supergenpass.
com/.

[26) 00 00,00 00,00 00.0000000
00D000. 0000, 47(5):479-484, May 2006.

[27] DOOO0O. D0O00oOoOoooooooooo o
O0000O00O0O0O0O0. http://www.kantei.go.
jp/jp/singi/it2/guide/security_guide_line/siryou2.
pdf, 2010.

28] OO O0.0000:0000000DOO0OOO

obOoboo. Ooboooog 2005000, pp.
135-142, February 2005.

29 00O OO. oooo. Uniz Magazine,
21(3), March 2006. http://www.pitecan.com/
UnixMagazine/PDF /if0603.pdf.

[30 OO OO.0000000O0O0O -000oOoo
ubooooooboooo. oboboobooooo
gooooooo 2009000, 2009.

[31] OO .org. http://hondana.org.

2 00C0D00O0O gooboooooog
gooboboooobbboooobooogno
gjoddddooououoooooooooo
oooboooooo Ibpoooboobgooog

http://www.nri.co.jp/news/2012/120208.html,

33 0O OO,00 0,00 00.WebOOOOO
oooobobooobooboobobooobo
goddo. oo uo.ooooog,
47(19):98-112, December 2006.

[34) 00O 0,00 00.000000000000O
O00000o0o0oooo0.oooooooooo
O00O0.ISEC, 00000000, 111(285):129-
134, November 2011.

gb: 00bogogobobodgo

goobopoooobobgoooobobgonog
goooboboooboboobobobooooo
gobobboobooboboobobobooobo
oooobO10ogoopbooooooobooogo 1o
ooo0oboooOobooooboobo 1oo0ooDo
0000000000 10000000000 oon

0000000000 A00D0O0O fy()DOOO
0000000000 BOOOOODOOOfy()ODO
ooboooboobooo

fn(z) = (10 + N — z) mod 10

000 NOOODOOODODOOOOOO0O0O0O0O0
00000000000000000000000
0000 N=50000f5(z) = (15— ) mod 10
0000000 f3(x)0000000000000

fs(0) =5
fs(l) =4
fs(2) =3
fs(8) =17
f5(9) =6

f)ONOODOOODODDODOOONOODDOO
00 f()O0OD0ODO0OONDOOOOOODOOOO
gboooboboobobooboboobbooo
000000oO0ooDOoooo NODOoOoooog
gbooooboobooboboobooobooboo
goboobooooboobooobooboon

EpisoPass 0000000000 fy()ODODO
googd

1. 00000000000000000000
0000000 sSooon

2. S0 MD500000 M(160 320000
0)ooo

3.0000000 k00000D000MDO
kx4D0D0000kx4+430000000

0000 (160 40)00000000 NO
oo

000000000 MO 12345678...000

00010000000 f()0000O0 N=0x1234

good



