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Fighting with Passwords - Lessons Learned from Password-free

Authentication Systems
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Abstract Passwords are widely used for identifying users on various computer systems and
Internet services. However, password-based authentication systems are far from ideal, since
passwords are hard to remember, difficult to enter without a keyboard, vulnerable to attacks,
and easily stolen. Various alternative authentication methods have been proposed, but they are
still not as popular as password-based systems.

We have constructed various authentication systems which do not force users to remember
passwords, and conducted experiments in the real world and on the Web for more than five
years. In this paper, we present the advantages and disadvantages of the methods, and discuss
the hope to the ideal authentication method in the future.
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